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Abstract—Reality mining (RM), i.e. gathering and analysing
data about human behaviour and interaction in the real world,
is gaining increasing interest in various disciplines. In this paper,
we are discussing RM from a computer science perspective.
The objective is to propose a reference architecture supporting
the technical issues associated with RM. We argue for a web
service based architecture providing the necessary performance,
flexibility, extensibility and interoperability required in RM.
A prototypical implementation is presented, demonstrating
how sensor data from communication and location sensors of
a group are being sent to a web service for further analysis. The
gathered information can be used, for example, to analyse social
networks in real time. In our example application, we calculate
scores for each individual group members behavioral stereotype,
which provides information for detecting bottlenecks within
group communication. This information is then reported back,
following the idea of sociometry, which reflects the groups current
situation back to the group in order to allow improvements.
Feedback and reporting are another important functional requirement in RM. In our prototype, we provide such functionality
in software. The implementation as a web service allows easy
integration into existing information and communication systems.

I. I NTRODUCTION
During every social interaction, humans find themselves
listening heavily to social signals outside the content of a conversation [19]. While transporting and analysing conversation
is a quite common task for machines, the transport or analysis
of social signals is not. As part of an evolving research field
called Reality Mining, machines learn to extract social clues
from social systems [8], [23].
This is done by applying algorithms known from the field
of Data Mining to real-time data. Sensors are able to record
conversations, movements and the activity state of individuals.
These signals are utilized to better target advertisements, guide
traffic, improve human health or to optimize group processes
[15].
In Reality Mining, a sensor could be defined as any source
of data, which is human generated. Often sensors are chosen
such that they are already deployed in the environment, which
is to be sensed. This means that a smart phone’s microphones
could be the sensor of an audio based Reality Mining system.
Other examples of sensors are location traces from GPS
enabled devices, proximity data from Bluetooth signals or

communication traces, which are left from phone calls or text
based messaging.
In this work, we propose a system, which is able to collect
communication traces from mobile devices. These traces are
used to create a model of the monitored social network.
This model then, in turn, should form a basis for further
work, which is to create Reality Mining applications that use
this social network model. We will show that this system is
able to record communication traces from various sources of
communication. This could be in the form of phone calls,
e-mail messages or other text based messages. Further, we
will integrate information gathered from Bluetooth proximity
sensing into the same model in order to record face-toface meetings in just the same way as any other form of
communication.
This system is modeled as a client server architecture
in order to easily attach new sensors to the system as the
need arises. This paper focuses on the creation of such a
system, which we intend to use in further work to detect
behavioral stereotypes in workgroups, as defined by Schindler
[21]. We think that such behavioral stereotypes are identifiable
solely by running data mining algorithms on the data set of
communication traces of a work group.
Within this work, we will define a social network as a
model, which is modeled as a directed graph. It consists
of nodes for each individual in a group and each single
occurrence of a communication interaction will be modeled
as a directed edge [25] [26].
In section II, we briefly present work from the field of
Reality Mining. Section III explains requirements we identified
for such a system. In IV, we explain our current prototype
implementation and how it works. The reader will find a
brief outlook on our future work in V and, finally, concluding
remarks in VI.
II. R ELATED W ORK
The field of Reality Mining describes new ways of sensing
complex social systems in real time [8], [22]. Sensors are
plentifully available and may already be deployed in our
everyday lives. Our mobile phones and computational traces
provide a large amount of valuable data for real time Reality
Mining.

Waber and Pentland claim [24] that analysis of organizations
in real time is a new topic. Current organizational analysis
has always used surveys to discover the latent structure of an
organization. It references a way of becoming aware of social
structures in real time. In their work, a little hardware badge
is used to determine spacial proximity. As the badge works
with infrared light, it is also capable of determining if two
communication partners are facing each other. Using the data
gathered by those badges, the system is capable of creating
a graph of the social network, which is built during everyday
contact. Voice recording capabilities allow for the checking of
whether or not a person is speaking. Those badges are called
Sociometric badges, since they are capable of creating metrics
about social interaction.
Interaction Process Analysis is a technique used to describe
communications processes [7] as well as a technique used
to analyse group discussions and interactions. This analysis
may also be used to analyse the way a group is solving a
problem. Traditionally, this process is very time consuming,
since human observers have to mark events and write logs
about social interactions. Dong and Pentland present an idea
to automate this with Sociometric badges and describe how a
communication model can be created. With stochastic methods, they are able to analyze dynamics and performance in
observed groups.
A more sophisticated idea is to not only analyze isolated
discussions, but monitor a group for a complete work day and
gain a model of their social network [18]. By correlating this
model with a variety of organisational relevant outcomes, such
as performance and job satisfaction, one may become aware
of social network patterns, which result in organisational outcomes. The proposition is to be able to predict organisational
outcomes by looking at social network characteristics.
The briefly presented work up until now focused on groups
and their behaviour. Other applications show that Reality
Mining may be used to help avoid traffic congestions. Creating
a web of mobile sensors that are placed in users cars, which
are constantly reporting their current GPS location back to
a central server, it is possible to detect places, which are in
danger of traffic congestion. Users can use such a system in
order to avoid those congestions and use detours, which are
proposed by the system [14].
A further area where Reality Mining could be exploited is
the improvement of human health. As an example, Ginsberg
et al. showed that the analysis of search engine queries can
be used to follow influenza epidemics. This information is
useful for health professionals to respond better to seasonal
epidemics [10].
Lastly, advertising is an area where Reality Mining could
potentially contribute. By applying data mining methods on
social network models, groups may be identified. If those
groups share some common interest, targeted advertising may
be far more effective than broadcasting [27].
Our work will mainly focus on communication traces, which
are left on users smart phones and computers. In contrast to
the work on group analysis presented in this section, our work

is not using dedicated sensor hardware. This way, we eliminate
the need to attach the sensor hardware to a computer from time
to time in order to download data. Our system is targeted to
be permanently online and to be able to provide feedback to
users in real time. The system focuses on sensor data, which is
already generated by computing devices. Planned applications
are targeted towards group analysis.
III. R EQUIREMENTS
Section II showed very different application areas of Reality
Mining. Specifically, our work is focused on group processes.
We want to be able to reason about group performance
and behaviour upon a groups communication patterns. The
following will present requirements, which are derived from
our fields of interests. These are the detection of different
types of groups within a larger social network model and the
detection of behavioural stereotypes of individuals in these
groups. Further, we intend to use the system in order to
improve group communication processes and workflows.
A. Architecture
We assume that a client server architecture is most feasible for such a system. Regarding privacy concerns, one
will more likely be willing to share communication traces
with a common centralized system than using a peer-to-peer
based system, which constantly reports sensitive data to all
participating users. Since sensors are meant to run on many
different devices, like mobile phones, computers or even on
dedicated sensor hardware, a simple way of sending sensor
results to a server component is needed. This transmission
needs to be encrypted and clients need to be authenticated to
the server in order to prevent fraud data from being committed
to the system.
B. Sensors
Current planned sensors are monitors that collect data
about phone calls, e-mail communication, text messages and
Bluetooth proximity. Since further sensors may be added at a
later time, the data models and the sensor interface need to
be extensible in such a way that new types of sensors may be
added to the system without the need to rebuild the complete
software stack from server to clients.
Sensors will concentrate on communication and will be
implemented in many different ways, like on mobile devices,
computers or on dedicated sensor hardware. In order to create
robust system sensors, one should not rely on permanent
network connectivity. Sensor data needs to be backlogged for
later delivery.
To address these requirements, a loosely coupled interface
is to be created, which uses a simple communication contract
to be implemented by clients who send sensor data. This
contract needs to be able to accept log records, which contain
information about the initiator and the target audience of
a communication record. Further, the type of sensor and a
timestamp need to be specified for each record.











Fig. 1. Simple example of the proposed model, showing five nodes for
each of five persons in a work group. The edges in the diagram refer to
communication relations between individuals.

For later use, log records should also be able to carry some
type specific additional data. This could be the time of a phone
call or the subject of e-mail messages. The later, for instance,
may be used to keep track of e-mail message threads.
C. Model
Our social network should be modeled like the example in
figure 1, which is closely drawn after sociograms, as defined
by Moreno [16]. It uses nodes for each person who contributes
data to this social network. The edges show relations, which
are made up of communications. The data model stores a
single edge for each occurrence of any two group members
communicating, which is displayed as a weighted edge in
visualizations.
The data model needs to cope with the fact that different
types of sensors are used to create the social network model. It
needs to implement a way of distinguishing between the different types of communication occurrences, which are integrated
in the model. This might be implemented with a type field, for
instance, to discriminate e-mail and phone communication.
D. Grouping and Timeframes
The model proposed above will create a detailed view of the
communication network of the participating users. This will
result in large amounts of data over time, which will need
some basic filtering before processing. Two filters, which will
be required for many use cases, will be a group filter and a
time frame filter.
The group filter will allow an application to consider only
communication traces from a certain group of individuals.
These groups may be defined by a user or by an algorithm,
but the filter has to make sure that only traces, which originate
from a person of this group and are targeted to a person from
this group, are considered in later evaluation.
A second filter is the timeframe filter. Since groups run
through several stages of group forming again and again [2],
the social network model has to also adapt to this new situation
constantly. In order to have algorithms adapt to the new social
network model, they may simply abandon old log records that
no longer relate to reality. This should be implemented with a
filter that selects log data only from a certain time frame out
of the complete set of available log data.
E. Privacy by Design
Since Reality Mining systems are designed to process highly
sensitive data, we propose making privacy one of the design

goals [13]. A worst case scenario from a privacy point of view
is having all the communication log data become available to
the public. To keep a users data as secure as possible, the
system should store only data, which is crucial for our needs.
This means that, unless the necessity arises, no communication
content is stored.
Further, the system has to make sure that only registered and
authorized users are able to access the communication model.
A user should only be able to see data in detail, which was
generated by them.
Sensors will use an interface with a contract that only allows
posting of new records, but does not provide any means of data
retrieval or manipulation. Data access is only to be granted to
code that is running within the server.
IV. P ROTOTYPE I MPLEMENTATION
In order to prove the concept, a prototype has been created1 .
It shows how sensor data from communication and proximity
sensors are being sent to a web service for further analysis. It
consists of several parts, including a service component, which
is provided as a SOAP service in order to provide an interface,
which clients may use to log sensor data.
A. Service
SOAP, as specified by the W3C [9], was used here, as
new clients eventually need to be added on a regular basis
and web services provide a good foundation for standardized
communication. When using web services, there is no need to
create an implementation of the communication protocol for
each new platform. Platforms implementing SOAP based web
services usually provide a means of creating an access layer
from a web service definition provided in WSDL [5].
Also, the relatively loose coupling of web services compared to purely stream based socket communication is a huge
advantage. As sensor data is mostly originating from mobile
devices with connection quality that may vary, web services
provide a good service, as socket connections are only created
on demand and some basic error handling is already available
due to the HTTP protocol. As an alternative, RESTful [20]
web services were investigated, but they were found to be
too loose in terms of not providing a contract between client
and server. Further, providing a RESTful service may suggest
to the consumer of that service that all default functionality,
which is expected by a RESTful service, is available within
this system. Many RESTful web services provide access to an
object via a URL and allow some default operations on those
objects in order to retrieve and manipulate data. Included in
this group of operations are HTTP methods PUT, POST, GET
and DELETE [17]. This is absolutely not the case for this
prototype, which is only capable of accepting log data via its
SOAP service and does not provide any interface in order to
further read or manipulate data.
The service provides simple methods for logging communication data to the system. Most clients will use a method that
1 The source code is available from http://www.steinbauer.org/publish/
aa-code.zip

stores a log record of arbitrary type. The client needs to specify
a sender and a target of each communication occurrence. Any
of a users phone numbers, e-mail adresses or Bluetooth MAC
adresses may be used for this. As long as this data is recorded
within some users profile, the system will be able to match
the data up correctly within the model. Further, the type of log
record needs to be specified. Optional fields are a timestamp
and binary field for miscellaneous data, which is type specific.
The timestamp is needed if a client sends data, which was
sensed earlier. Miscellaneous data may, for instance, be the
subject field of an e-mail message.
B. Clients
In order to fill the service component with data, several
clients were created. For desktop computing, a client was
created, which is capable of monitoring the users outgoing email traffic. This is done by providing an SMTP proxy service
such that the user is able to reconfigure his or her e-mail
client to use the locally running proxy. The proxy then in turn
connects to the users SMTP server for e-mail delivery. For
each message that is delivered via this proxy, the web service
is also notified of the sender and recipients e-mail addresses,
the sending timestamp of the e-mail and the subject.
For the mobile device sector, the Android platform was
chosen as the first client platform. This is the case because
the Android SDK allows access to all needed data if an app
asks for permissions properly. The mobile client is used to
collect phone call and Bluetooth proximity data. It runs as an
application and a service within the Android ecosystem. The
application is merely a configuration interface, which the user
may use to configure when and how his or her data is sent
to the server. The user may decide if the devices Bluetooth
proximity sensing is turned on, if detected log records may be
sent to the server automatically and the user may specify how
often the background service is launched in order to check for
new phone calls in the handsets call log.
If Bluetooth proximity sensing is turned on, the service runs
every 30s in order to scan for other Bluetooth devices. The
service then keeps a list of nearby devices. If one of these
devices is removed from this list, because it left the proximity
range, a proximity record is recorded and sent to the server.
For every record that is sent to the server, a notification
on the Android information screen is generated. If the user
enabled automatic upload of personal data, this is merely an
indication that new data was sent to the server. Otherwise, the
user may select this notification and decide if the data should
be transmitted.
We have also created a client, which is capable of batch
importing e-mail messages stored in MBOX formatted local
mailboxes. This client was used to import the Enron [1] e-mail
database for test runs during development.
C. Web-based Interface
Since the clients, which are available for data logging, do
not provide any interface to access the data, there is a need for
another front end, which allows users to log into the system

Fig. 2. Visualization of an e-mail based data set imported via bulk import.
The e-mail data is from an Enron corporation data set. The figure shows data
from the 1st of April 2001 to the 30th of June 2001

and view the social network model and results from algorithms
that were run on that model.
In our system, a core component is a visualization of the
stored social network model, as shown in figure 2. It shows a
dot for each person in the model, labeled with the users profile
name. They are lined up in a circle around the models center.
Edges between profiles are represented with curved lines. They
bend so that edges in one direction do not cover their reverse
counterparts. The edges thickness depends on the number of
connections that are represented by one single edge. While the
logical model contains a log record for each real connection
that was logged, the visualization shows, at most, one edge
for each direction between any two nodes.
The current visualization model also allows the application
of filters for the type of record to be displayed. This allows the
creation of social network models, which display, for instance,
only e-mail communication data or only Bluetooth proximity
data. This way users are enabled to quickly view the different
communication patterns that have occurred on different types
of communication channels.
V. F UTURE W ORK
Having created an implementation of this proposed framework, we are planning to use it to study work groups.
We are especially interested in group interaction and group
performance.
In the first project, we intend to use our prototype implementation to detect behavioural stereotypes for each individual
group member, as defined by Schindler [21]. The social
network model, which is created by the system, is to be
interpreted as a sociogram [16]. Upon this sociogram, several
algorithms will be implemented and put to the test in order
to assign a behavioural stereotype to each member of a work
group.
A further field of research will be the detection of bottlenecks within a social network, which are defined as people that
are so central in a social network, that they end up holding
the group back if they cannot keep up with their workload
[3]. Since the social network modeled within our system is
focused on communication traces, it is also usable for the

optimization of communication processes or workflows. Communication bottlenecks might be spots in the social network
where significant high loads of communication have to be
processed. Also, it is important to a groups performance to
identify highly peripheral people within the communication
network. They may represent under utilized resources for the
group and should get reconnected to their group [4].
In Requirements Engineering, we intend to use this system
to support the development of CSCW applications [11]. Again,
bottlenecks should be identified and adressed by future CSCW
systems. Especially in places where one artefact is sent from
one group member to the other and stalls in this forwarding
could delay the groups progress. Further groups and their main
communication needs can be identified and, as a result, support
the development of CSCW applications.
VI. L ESSONS L EARNED
With the prototypical implementation presented in this paper, we were able to demonstrate that the proposed system can
collect and integrate data from various existing data sources.
Our current implementation includes the tracking of phone
calls, e-mail traffic and Bluetooth proximity. Other types of
sensors can be easily integrated. The collected information
is sent to a central server, but could alternatively also be
processed locally depending on the application needs.
The current implementation also shows that current stateof-the-art mobile and web service technology meets the RM
requirements.
In a small demo application, we have demonstrated how
the collected data allows insights into the social network
model that was created from the recorded data. On one
hand, we are able to create model visualizations and are able
to experiment with different forms of visualization to find
graphical representations that fit different application areas.
On the other hand, we are able to experiment with algorithms,
which exploit this data in order to obtain social clues about
social systems.
Our system is designed to automatically collect data and to
continuously integrate new sensor data into the social network
model. This way, the model and the derived information is
constantly kept up to date with the real world.
From a real time point of view, experiments, which imported
the e-mail database from Enron [1], showed that a relational
database model may not be sufficient for large scale use of this
system. The social network model created from that dataset
resulted in a PostgreSQL database of 411MB in size. Queries
based solely on the table, which holds the log records, took up
to 7s. The application then needs up to 5 minutes to update the
memory model and visualization of the social network model
from a group of 25 profiles.
Since datasets collected in larger scenarios will perform
even worse, we will have to rethink the programming model
and base further evolutions of our system on technology, which
is capable of handling Big Data [12] and uses a Map Reduce
programming model [6].
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